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Digital Certificate & Document Security 

 

Current Status of Certificates 

 
 Certificates printed on paper with security features 

 These are visible security features easily duplicated 

 Easier to take away the blank originals by some means and prepare the certificate. 

 The variable data is not secured against tampering or malpractice 

 Verification of the certificate is time consuming  

 Huge amount is being spent on security feature  

Recent improvements tried for Documents Security 
 

 Using tear-resistant papers 

 Adding more visible security features and make the media more secured. 

 Verification is still the same old pattern which is time consuming  

 Huge amount is being spent on security feature  

 

eSekure - TRS Solution for Document Security 
 

 Secures the variable data through encryption and stores it on the document itself. 

 Generation of this encryption is done once and in a much secured environment.  

 Document verification is easy on the move or across the table. 

 The verification process does not access any database so no dilution of data security.  

 Does not require any secured media hence economical  

 It is so effective that it can completely remove tampering and misrepresentation. 

eSekure is impossible to counterfeit but easier to authenticate 
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eSekure - Sample Document 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Document Security has been more about security to the media. However secured the media is 

we have found that tampering or misrepresentation has been happening even today. It has 

become easier with the improvements in technology. If the variable data is not secured then 

the document is an open secret. TRS R&D was given the task of getting a solution for a real 

document security system. First and foremost decision taken was that securing media is not 

going to prevent tampering. Then it was decided that the variable data is what can be 

tampered and if we are able to secure the variable data then media is of least significance. 

Also it was decided that we need to provide an easy verification process which should be 

done instantly as well as done without compromising on the data security. To achieve that it 

was decided that we should not access any of the secured database for verification. Thus 

came the product eSekure. This helps in securing the variable data as well as makes 

verification fast and without accessing any source database. eSekure can be embedded in 

physical document as well as digital document. 
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eSekure - Sample Document 
 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

eSekure verification is provided in Mobile as free app. Similarly a separate URL has been 

provided to verify the document in desktops or laptops. When the eSekure mark is read using 

the app your will find the display on the Mobile or desktop screen as above. You will find 

that the variable data in the document have been listed out by extracting the data from the 

eSekure mark. Now when this data is found to be matching with the data on the image of the 

certificate or on the original certificate then it can be certified as genuine document. If there 

is any mismatch found then the document can be suspected as tampered. 
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Digital Certificate From TRS 
 

In line with the Digital India initiative from the Government of India, TRS has the solution 

for generating digital Certificate / Mark statement. 

 

USP: 
 Easy to generate and upload to the server 

 Dual level security – PDF with digital signature and eSekure  

 Students can download the Mark statements / Certificates  using unique 

username and passwords 

 Students can submit the certificate for further studies or job as soft copy or take          

a print out and give it as hard copy 

 Both ways it is fully secured and tamper proof 

 Also since the student submits it for some purpose it has his permission to           

verify the document 
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When a digital signature is used on the PDF image it looks like the one shown above. The 

digital signature it will show the details of the owner and the attestation for the accuracy and 

integrity of the document. 

Digital Certificate with eSekure 

Sample Document 

Digital Signature 
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When you double click on the digital signature it looks like the one shown above. The digital 

signature will show the details of the owner and the validity of the signer’s identity and also 

attestation for the accuracy and integrity of the document. 

 

 

 

 

 

Note. : Document security is a global issue and everybody is talking about hi-fi technology 

solutions. These solutions are very costly and are not feasible to be introduced for all 

documents. eSekure is the only solution which is simple, economical and very powerful. 

eSekure can be introduced in both paper based documents as well as for digital documents.  
 

Digital Certificate with eSekure 

Sample Document 


